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IT Infrastructure Service   



In the modern era of Internet and Telecom dangers in cyberspace have grown and new security risks have 

emerged. The classic methods of password authentication techniques are now considered outdated. The 

University of Cyprus considers the introduction of Multifactor Authentication (MFA) as an important part 

of Data security. From now on the authentication to Office 365 (Ο365) applications will be based on 

something the user knows (credentials) and something the user personally holds (a mobile device).     

Activation 
The below procedure describes the steps you must follow to access O365 services after the administrator 

enables the MFA for your user account:    

1. Use your personal computer to access O365 normally through your preferred internet browser. 

Once you enter your credentials correctly the following message will appear:   

 

2. Select Next to start MFA activation procedure.  

3. On the next webpage, the way MFA will apply will be preselected. The activation will be done 

through a mobile app which will be installed on your iOS or Android mobile device so make sure 

you have your personal device available.  



 

4. Select Mobile App from the drop-down menu and Use verification code. Then double click  Set 

up button.  

5. To the new window that will appear you will need to follow the instructions shown.  

Grab your mobile device for the first step:  

Depending on your device operating system, you will need to install the Microsoft authenticator 

app from the appropriate store.  The Microsoft Authenticator App is available on Google play 

store, Apple store, Microsoft Store. (The app icon looks as below).  

 
In case the app asks for your mobile camera access, it is important to allow access to mobile 

camera.  

6. After the app installation completes, open the app on your mobile device and find the add 

account option.  

Select connect to Work or school account as below:  

 

 



 

7. Add your account in the form of username@ucy.ac.cy . After that, your camera software will open 

to scan the image (QR code) as shown on your personal computer screen. Scan the QR code with 

your mobile.  

 

 

 

8. After a successful scan you will need to do another verification step.  

 

mailto:username@ucy.ac.cy


9. The app on your mobile device shows a six-digit number which you must type to your personal 

computer. The remaining time for which the number is valid appears inside a circle as below. The 

number is valid only for 30 seconds. In case you cannot complete the procedure on time, wait for 

the next round to type the number.  

 

10. After typing, Select Verify. 

11. Select Done on next screen to complete the process. You do not need to type in a phone number.  

 

  



Manage Devices 
You can connect more than one device to your account, but is recommended to keep that number to 

minimum for extra security. In case you need to replace your device with a new one, then follow the below 

steps:  

1. Navigate to https://office.com 

2. Enter your credentials (if asked to) and use a six-digit number from the old device to continue.  

3. Left click on the top right of the screen, where your initials or your photo appears.   Select View 

account. 

 

4. Select Security info from the left side menu.  

 

 

https://office.com/


 

 

5. Select Add method to the next page and follow the instruction as in Activation section step 4. 

The Microsoft Authenticator app must be installed on the new device too.  

 

 

*In case your current device is unable to boot or you no longer have access to it, to be able to connect a 

new device you will need to contact help desk office.  

 

Notes 
• A video guide can be found here 

• In case Microsoft Authenticator app is not combatable with your device (old device/operating 

system) you can use Google Authenticator app 

• If your Android device does not come with Google Play Store preinstalled, you can use an 

alternative like APKPure 

• MFA preregistration is possible following the instructions in section Manage Devices 

https://www.youtube.com/watch?v=Q8OzabuNwHI
https://apkpure.com/apk-install.html

