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Abstract

The aim of the research is to develop a multi-attribute privacy maturity methodology for data protection risk
assessment and management. The proposed methodology will provide a full potential of DPIAS regarding
the protection of fundamental rights as envisaged by the GDPR and a holistic compliance instrument to
comply with legal requirements. This will be achieved by incorporating legal requirements and best practices,
as described in the GDPR (PI1As, DPIAs, privacy by design and by default), with qualitative and quantitative
methodologies of analysis as retrieved from the field of Information Security.

The overall objective of the proposed methodology is to provide controllers with a holistic view of the privacy
maturity level of the organisation. Consequently, controllers will be enabled to identify risks, find weaknesses
and legal infringements for the rights and interests of individuals within the organisation. The adoption of
the methodology aims to be used as an important instrument to demonstrate compliance with legal
requirements through business processes and services. The proposed multi-attribute privacy methodology
will help to implement data protection at the core of the operations and build trust between the controller,
customers, and employees. The methodology could be adjusted in a particular sector by taking into
consideration the qualitative elements and the types of processing operations of the particular sector and can
be used as a means for managing the identified privacy risks in a structured manner by implementing the
most appropriate privacy controls for a particular context.
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